Abstract: As an effective deceptive interference technique for military navigation signals, meaconing can be divided into two main types: those that replay directly and those that replay after signal separation. The latter can add different delays to each satellite signal and mislead the victim receiver with respect to any designated position, thus has better controllability and concealment capability. A previous study showed there to be two main spatial processing techniques for separating military signals, whereby either multiple large-caliber antennas or antenna arrays are used to form multiple beams that align with all visible satellites. To ensure sufficient spatial resolution, the main lobe width of the antenna or beam must be sufficiently narrow, which requires the use of a large antenna aperture or a large number of array elements. In this paper, we propose a convenient and effective signal separation method, which is based on an antenna array with fewer elements. While the beam of the array is pointing to a specified satellite, the other satellite signals are regarded as interference and their power is suppressed to a level below the receiver's sensitivity. With this method, the number of array elements depends only on the number of visible satellites, thus greatly reducing the hardware cost and required processing capacity.
Introduction
Due to the inherent weakness of the Global Navigation Satellite System (GNSS), navigation and positioning equipment are very susceptible to both intentional and unintentional interference [1] [2] [3] . Spoofing and meaconing are two deceptive interference technologies that can mislead the GNSS receiver, causing it to generate erroneous position solutions by transmitting false navigation signals [4] . The difference between spoofing and meaconing is the mechanism they use to generate false Jiaqi Zhang, Xiaowei Cui, Hailong Xu, Sihao Zhao, and Mingquan Lu are with the Department of Electronic Engineering, Tsinghua University, Beijing 100084, China. E-mail: zhang-jq15@mails.tsinghua.edu.cn; cxw2005@ tsinghua.edu.cn; xuhl07@gmail.com; zsh thu@mail.tsinghua. edu.cn; lumq@mail.tsinghua.edu.cn. To whom correspondence should be addressed. Manuscript received: 2017-11-11; revised: 2017-11-22; accepted: 2017- [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27] navigation signals. Spoofing uses generative deceptive interference, which imitates authentic GNSS signals in different respects, such as their time and spectral characteristics [5] . Meaconing, also referred to as "replay-type spoofing" in some studies [6, 7] , receives real satellite signals, then processes them in some way, and finally rebroadcasts them. Unlike spoofing, meaconing does not need to know any detailed information about the navigation signals, such as the method used to generate the Pseudo-Noise (PN) code, the modulation scheme, or the structure of the navigation message. Therefore, it can be applied to both civilian and military navigation signals [8] . Depending on the way the meaconer processes the received signals, meaconing can be divided into two types: those that replay directly and those that replay after signal separation. The first type receives signals from different satellites and rebroadcasts them all at once, which can only deceive the victim receiver with respect to the location of the meaconer. However, if the meaconer can separate different satellite signals and then add various delays to each, the victim receiver can be deceived with respect to any designated location. The latter technology has better controllability and concealment capability, but a key problem to be solved is how to separate different satellite signals. Civilian signals, whose full details are known, can be separated by despreading pseudo-random codes used by different satellites. However, for military signals, separation based on the different arrival directions of different satellite signals is the only feasible solution. At present, there are two main spatial processing methods for separating satellite signals. The first uses multiple large-diameter parabolic antennas [9, 10] . The meaconer causes each antenna beam to point to and track a specified satellite by adjusting its azimuth and elevation angles to achieve signal separation. The other approach uses beamforming, based on the antenna array [11, 12] . The beamforming algorithm can control the antenna pattern by adjusting the adaptive weight of each antenna element to simultaneously form multiple beams that are aligned with the arrival directions of signals from multiple visible satellites. To achieve sufficient spatial resolution to separate different satellite signals, the required number of antenna elements is in the tens or hundreds. Clearly, the equipment complexity and cost associated with both methods are extremely high.
In this paper, we focus on the meaconing method that replays after signal separation of military signals and we propose a convenient and efficient beamforming algorithm that uses an antenna array with few elements. The key aspect of this algorithm is that it regards other satellite signals as interference with respect to a specific satellite. That is to say, the beam of the reception antenna array is aligned with the specified direction of this satellite, while suppressing the antenna pattern in the directions of other satellite signals. Then, considering that the sensitivity range of an ordinary GNSS receiver is about 20-30 dB, this level of attenuation ensures that the GNSS receiver will be unable to receive other satellite signals, thereby achieving the purpose of separating the satellite signals. Unlike the traditional beamforming algorithm, in which the number of elements of an antenna array is dependent on the spatial resolution requirement, the number of elements required in the proposed algorithm is related only to the number of satellites to be separated. In this way, the size and cost of the antenna array are greatly reduced.
The rest of this paper is organized as follows: In Section 2, we describe the fundamental concept and principle of GNSS meaconing. In Section 3, we briefly introduce the spatial distribution of GPS satellites and the basic requirement for signal separation. In Section 4, we present our proposed signal separation method in detail, including its mathematic model and the theoretical derivation of the beamforming algorithm with additional constraints. In Section 5, we present the results of a simulated signal separation and meaconing attack. Lastly, we summarize and draw our conclusion.
Principle of GNSS Meaconing
In this section, we detail the basic principle of GNSS meaconing. Figure 1 shows a typical example of a meaconing attack on a GNSS receiver installed on a moving vehicle. In this scenario, the meaconer at point Z receives all the available satellite signals and broadcasts them to the target vehicle at point T after some special processing. As such, the antenna mounted on the roof of the vehicle receives both deceptive and real satellite signals at the same time. Since the power of the meaconing signals can be adjusted to be higher than the real signals, the victim receiver only tracks the false signals and generates an erroneous position solution. Based on this false positioning result, the vehicle will travel along the wrong route generated by the navigation device, deviating from the original trajectory. In Fig. 1 , the false route is indicated by the red line, whereas the correct route is shown in green.
There are two ways in which a meaconer processes received satellite signals: replaying directly and replaying after signal separation. In this section, we explain the basic principles of these two approaches using a mathematical model.
In this model, the signal arriving at the meaconer at any time t is the sum of all the visible satellite signals, as follows [8] :
The meaconing signal arriving at the target receiver is as follows:
where M is the number of satellites, r Z is the position vector of the meaconer, r L i is the position vector of i -th satellite, r T is the position vector of the target receiver, c is velocity of light, s i .t / is the signal transmitted from the i -th satellite, A i and A 0 i are the carrier amplitudes of the i -th signal, i is the additional delay of the i -th signal, and n.r Z ; t / and n.r T ; t / are noise.
Replay directly
The simplest meaconing method is the one that replay directly based on a single antenna. For each satellite signal, the delay introduced by the signal processing in the meaconer is uniform. While the target receiver is tracking the meaconing signal, the output pseudorange of the i -th satellite can be expressed as follows:
where ı is the receiver clock offset.
We can see that the pseudorange measurement obtained by the victim receiver is larger than the real value. Also, for each satellite signal, the distance between the meaconer and the target, i.e., the delay and the clock offset ı, are the same. According to the three-dimensional positioning principle in navigation systems, the receiver will be positioned toward the location of the meaconer and produce an erroneous clock offset due to the introduction of jr Z r T j and . Although easy to implement, a meaconer based on a single antenna can only deceive the victim with respect to its own position, making it likely to be found and attacked.
Replay after signal separation
To mislead the target receiver to a designated false location, a more complicated strategy must be adopted. The meaconer can use several reception antennas or array beamforming technology to separate multiple satellite signals, and then add different delays to each signal. In this approach, the output pseudorange of the i -th satellite can be expressed as follows:
Assuming that the expected false position vector is r C , the pseudo-range measurements should satisfy the following:
If we let
then we can calculate the individual delay of each channel based on the relative positions of the satellites, the meaconer, and the target receiver, as follows:
Compared with replaying directly, replaying after signal separation can deceive the victim regarding any designated location, so the method has better controllability and concealment capability. It is vital to choose an efficient signal separation method to improve the effect of deception.
Basic Requirements for Signal Separation
For the military navigation signals of concern in this paper, whose pseudocode generation is confidential, signal separation by the utilization of the known satellite spatial distribution is the only feasible solution. Therefore, the spatial distribution characteristics of the navigation satellites are very important in the separation of the signals. In the following, we use the GPS as an example and analyze the distribution features of the number of visible satellites and the angle between the satellites.
According to the U. S. government baseline configuration, the GPS constellation consists of 24 working satellites. These satellites are designed in six Earth-centered orbital planes with four satellites in each plane. Establishing a sufficiently diverse satellite geometry to provide good observability to users throughout the world is the primary concern in the design of the GPS constellation. At a specific position on the surface of the Earth, the number of visible satellites varies from a minimum of four to a maximum of 11. Figure 2 shows statistics of the number of visible satellites in the GPS constellation for 24 hours, as observed by an omnidirectional antenna mounted on the roof of the Wei Qing Building, Tsinghua University, in China. We verified that the occasion in which the number of visible satellites is less than or equal to five is very rare (less than 0:1%), and that the majority of the time (about 99%) six to eleven satellites are observable, with an average of about eight. Figure 3 shows a frequency distribution histogram and the cumulative distribution curve of the angle between any two satellites during the same observation period. We can see that the minimum angle between satellites at any time is approximately 10 ı , which constrains the spatial resolution of each signal separation algorithm. In most cases (about 95%), the angle between satellites is greater than 20 degrees.
Based on this analysis of the spatial distribution of satellites, we can conclude that an effective signal separation method is required to extract any specific satellite signal from a total of as many as 11 received satellite signals, and that the minimum angle between different satellites is no less than 10 ı . Moreover, the attenuation to other satellite signals must be no less than 20 dB to 30 dB, considering the sensitivity range of normal GPS receivers. 
Signal Separation Method Based on Miniature Antenna Arrays
Given the direction of satellites, there are usually two spatial filtering techniques that can be used to achieve signal separation, i.e., those based either on multiple parabolic antennas or antenna arrays. The authors in Ref. [13] reported their use of a group of parabolic antennas with diameters of about 3 m to independently track multiple navigation satellites. Theoretical analysis has also shown that to achieve the same spatial resolution, half-wavelength planar arrays require a minimum of hundreds of antenna elements. As such, both methods involve very high hardware costs or/and processing capacities.
Recognizing that the major problem of both these methods is their utilization of the directional information of just one particular satellite signal, in this paper, we propose a modified beamforming algorithm to realize effective signal separation, which utilizes the arrival directions of all satellite signals. In this new method, the number of array elements depends on the number of satellites to be separated, not the spatial resolution. Thus, an antenna array with just 12 elements is sufficient to meet the separation requirement. In this section, we present a mathematic model for the signal received at an antenna array and a theoretical derivation of the proposed algorithm, along with some details.
We use bold uppercase letters to denote matrices, bold lowercase letters to denote vectors, and nonbold letters to denote scalars. . / T and . / H represent the transpose and conjugate transpose operator, respectively, . / 1 stands for the matrix inversion operator, and E. / is the expected value operator.
Theoretical model of the algorithm
Assuming that an N-element antenna array is used to separate signals from M satellites, the signals received by all the elements can be modeled based on the narrowband array hypothesis as follows [14] :
where x.t / 2 C N 1 is the observation data vector, with each row corresponding to one antenna, s j .t / .j D 1; : : : ; M / is the signal from the j -th satellite, and a j is the steering vector of the j -th satellite signal, which is related to the array geometry and the Direction Of Arrival (DOA) of the satellite signal, assuming that the antenna elements and the Ratio Frequency (RF) channels are ideal. In Section 4.2, we discuss the method for determining the steering vector. Lastly, n.t/ 2 C N 1 is the noise vector, where each row represents the additive white Gaussian noise at the corresponding element.
To separate the signal of a particular satellite from the received composite signal, we compute a weighting vector for this satellite and use it to weight and sum the received signals of the array. The output result should contain the desired satellite signal with a sufficient Signal-to-Noise Ratio (SNR), and the power of other satellite signals should be suppressed to at least below the GNSS receiver's sensitivity.
Without losing generality, we assume the satellite j D 1, as the specified satellite in Eq. (8), and the input signal can be rewritten as follows:
After the observed data vector is weighted and summed by weight vector w, the array output signal can be written as follows:
Assuming that the satellite signals are statistically independent, the output power can be approximated as follows:
where P j .j D 1; : : : ; M / and P n are the power of the j -th satellite signal and the input noise, respectively, and˛2 j .j D 1; : : : ; M / is the array gain in the direction of the j -th satellite. First, the weight vector w should ensure that the desired signal has a fixed gain, which is expressed as follows:
In the traditional beamforming algorithm, the weight vector is calculated based on the above condition. However, without the gain conditions of the DOAs of other satellites, a large number of antenna elements are required to form a sufficiently narrow beam to effectively attenuate the signal of other satellites. Therefore, we propose an improved method, in which we suppress the gain in the directions of other satellites by adding constraint conditions: w H a j D˛j ; j D 2; : : : ; M
By adjusting the attenuation coefficients˛j , the residual signal levels, after being weighted and summed, can be reduced to below the receiver sensitivity.
Furthermore, from Eq. (11), we can see that the output noise power is amplified by the norm of the weighted vector. Because the desired signal after separation should have a sufficient SNR to ensure the quality of the combined meaconing signal, the norm of the weight vector should be as small as possible.
Based on the above analysis, the problem of signal separation can be transformed into an optimization problem with multi-linear constraint, which we formulate as follows:
min w H w;
Given prior knowledge of the steering vector, the above optimization problem can be solved for each satellite signal. Then, we can obtain the separated satellite signals by weighting the input signal vector of the array.
The above optimization problem can be solved using the Lagrangian multiplier method, as shown in the following steps.
When constructing the following Lagrangian function [15] ,
The weight vector must satisfy the following:
From the first equation, we can conclude that the optimal weight vector can be expressed as a linear combination of steering vectors, as follows:
Substituting this into the latter two equations, we can compute the proportionality factor and j .j D 2; : : : ; M /, and obtain the optimal weight vector, which can be expressed as follows:
where A D OEa 1 ; a 2 ; : : : ; a M is the array manifold matrix, where each column corresponds to one steering vector; and b D OE1;˛2; : : : ;˛M T consists of the fixed gain and attenuation coefficients.
Methods for determining steering vectors
The necessary condition for the implementation of spatially based signal separation is that the steering vector of each visible satellite is known. For a specified satellite, its steering vector is related to the DOA of the satellite signal, the array geometry, and the nonideal nature of the antenna elements and RF channels. Depending on different application conditions, there are two methods for determining steering vectors, namely, the array synthesis-based and signal tracking-based methods.
The array synthesis-based method is based on the assumption that the non-ideality of the antenna elements and RF channels can be ignored after necessary calibration. The steering vector of a satellite signal can be calculated from the position and attitude of the antenna array, as well as the position of the satellite.
Assuming that a satellite signal is incident on the antenna array in a certain direction, this can be expressed as follows:
where Â denotes the elevation angle and denotes the azimuth angle in the antenna coordinate system. In a common receiver, the direction of a visible satellite is characterized in the East-North-Up (ENU) local coordinate system. In this case, given the orientation of the antenna array, we can use a rotation matrix to calculate the coordinates in the antenna coordinate system from the ENU local coordinates. The geometric distribution of the array elements is given by the following matrix:
where N is the number of elements, and p k D OEx k ; y k ; z k T is the position vector of the k-th element in the antenna coordinate system, k D 1; : : : ; N . Then we can calculate the steering vector as follows:
where is the wavelength of the signal. The array synthesis-based method requires a lot of prior information and calibration of the antenna elements and RF channels, but the signal trackingbased method can avoid these complexities by directly extracting the amplitudes and phases of the received satellite signals from different antenna elements. Then, the steering vector can be written out directly as follows:
a D OEv 1 e j 1 ; v 2 e j 2 ; ; v N e j N T (22) where v k and k are the amplitude and carrier phase, respectively, which are extracted from the received signal in k-th element channel, k D 1; : : : ; N:
Considering that the satellite navigation system broadcasts both civilian and military signals at same time under normal circumstances, the signal trackingbased method can determine the steering vectors of military signals by tracking civilian signals. For each of the visible satellites, N tracking channels should be attached to N antenna elements to extract the amplitudes and phases, respectively. This method is "blind" because it requires no prior knowledge of the satellite directions or array geometry. Also, all nonideal factors of the array and RF front ends contribute to the amplitudes and phases, so this method is selfcalibrated and more effective.
Simulation Verification
In this section, we use a simulation platform to conduct meaconing attacks to verify the effectiveness of the proposed algorithm. As shown in Fig. 4 , the simulation platform can be divided into three main modules: the signal source module, the meaconer module, and the software receiver module, each of which can be divided into several function units.
First, in the signal source module, several satellite signals are generated by a GPS simulator, and we calculate the steering vectors using the array synthesisbased method. Then, by summing up the products of each steering vector and satellite signal, and introducing an additional noise vector, we can synthesize the signal vector received by the array. In the meaconer module, we use the improved algorithm to separate the received signal, as described above in Section 4.1. After adding a time-delay to each satellite signal and combining them, we can obtain the meaconing signal. Finally, the software receiver module processes the input satellite navigation signals, including acquisition, tracking, the Position-Velocity-Time (PVT) solution, and so on.
Scenario descriptions
In the simulation, the signal source generates six satellite signals, whose Pseudo Random Noise (PRN) numbers and DOAs are shown in Table 1 and Fig. 5 , respectively.
To ensure sufficient spatial degrees of freedom and the symmetry of the array pattern, the simulation uses a 12-element rectangular array. Figure 6 shows the geometry of array, where the antenna elements are arranged in a 3 4 rectangular grid in the xy plane, and the distance between adjacent elements is a half-wavelength in the x-and y-axis directions. Assuming that the array is properly placed so that the antenna coordinate system coincides with the ENU local coordinate system, Â and in Fig. 6 correspond to the elevation and azimuth angle in the DOA of satellite signal, respectively.
In the meaconing scenario, we suppose that the position of the meaconer and the victim receiver are known and we intend to mislead the victim with respect to a designated position. Table 2 shows the corresponding position coordinates in the geodetic coordinate system.
Simulation results
First, we used a GPS receiver to process the signal received by the meaconer and the acquisition results are shown in Fig. 7 , where the abscissa indicates the search range of the PRN number during the capture process and the ordinate indicates the value of the correlation Fig. 7 Acquisition results of the receiver. acquisition results. From the figure, we can see that only one satellite signal is retained in each output channel, and the rest of the satellite signals are suppressed. These results indicate that the satellite signals were successfully separated. Next, according to the given position of each satellite and the meaconer, along with the target receiver parameters in Table 2 , we calculated the time delay using Eq. (7), as shown in Section 2.2, and superposed each satellite signal, respectively. Combining all the output signals, we can obtain the meaconing signal. We used the software receiver as a victim to capture and track the meaconing signal. Figure 9 shows the acquisition results.
These results demonstrate that six satellite signals can be successfully captured, so the signal separation algorithm has little effect on the satellite signal quality. Figure 10 shows the positioning result in the xy plane in Cartesian coordinates. The blue asterisk denotes the real position of the target receiver, the green dot is the positioning solution based on the meaconing signal, and the red dot is the expected positioning solution. The trace of the position solution is enlarged in the thumbnail inset. As time passes, the positioning results remain stable within a 60-m diameter circle around the designed theoretical position and the solution error is negligible with respect to the relative distance from the real position. This proves that the proposed method has a good deception effect.
Conclusion
In this paper, we proposed a convenient and efficient beamforming algorithm that uses an antenna array with fewer elements to separate satellite navigation signals, which is the key to using the meaconing method that replays after signal separation. By regarding other satellite signals as interference with respect to a specific satellite and considering the sensitivity range of an ordinary GNSS receiver, this algorithm derives a weighting vector for each visible satellite based on the steering vectors of all visible satellites. Unlike the traditional beamforming algorithm in which the number of elements of an antenna array is dependent on the spatial resolution requirement, the number of elements required in the proposed algorithm is related only to the number of satellites to be separated. In this way, the size and cost of the antenna array are greatly reduced. We validated the effectiveness of the proposed algorithm in a simulation experiment.
